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ABOUT THIS LAB

Goals

This lab familiarizes you with the following:

e The new ALMS account that supports the XR Series routers

e Registering routers in AirLink Premium or AirLink Complete for XR80
e Connecting to and logging in to an AirLink OS-based router

e Finding operational status information in AirLink OS

e Configuring several basic settings in AirLink OS locally on a router

ltems Needed

This lab is a hands-on exercise and you need the following items to complete it:

e A computer

e Aninternet connection, preferably with a router or switch

e Two network* cables and available port in a wired router or switch (optional, preferred)

e An XR80 or XR90 production router (activated SIM cards and antennas are optional but
beneficial)

e An email address not previously used with ALMS

e A barcode scanner or smartphone capable of scanning QR codes (optional, preferred)

*If working on a laptop or tablet without an Ethernet RJ45 port, you can use a data-capable USB-C cable
for LAN connection to your router.

Procedure

Download the Lab Submission document from the Training Portal, and paste the screen shots described
in this lab procedure document in the proper locations in the submission document.

In the Lab section of the training course in the Sierra Wireless Training Portal, follow the instructions to
upload your completed lab submission document in Word or PDF format. Make sure you include your
name and the email address used to register you for the XRSA training course.

© Sierra Wireless, 2022 Sierra Wireless and its product names are among the trademarks and/or service marks owned by
Sierra Wireless Inc. All other product names mentioned herein are trademarks or registered trademarks of their respective
owners, who may or may not be affiliated with, connected to, or sponsored by Sierra Wireless. Reference to any product,
process, publication, service, or offering of any third party by trade name, trademark, manufacturer or otherwise does not
necessarily constitute or imply the endorsement or recommendation of such by Sierra Wireless, Inc., 13811 Wireless Way
Richmond, British Columbia V6V 3A4 Canada



LAB NOTES

This lab guides you through interacting with an XR Series router, including setting up the router to
support an uplink, registering it in a suitable ALMS account, and getting it online and connected. It
enables you to become familiar with the layout of status information and configuration options within
AirLink OS.

During the lab, you will:

e Register an XR Series router in a suitable ALMS account
This may be your starting state already, or you may need to create a new
account and/or register an XR Series router in an existing account

e Provide a suitable uplink for the router to communicate with ALMS

e Confirm from ALMS that the router is communicating

e Connect and log in locally to the XR Series router

e Check the operational status of the XR Series router locally

e Configure some basic device settings locally in AirLink OS

If you have already started working with an XR Series router or have received one that has
already been used; you should still go through the steps in sequence to understand the
process.

If your router is already registered in an account you won’t have the opportunity to go through
the account creation and/or registration. You can proceed with the lab regardless of account
set up or registration. If you do not have the opportunity to set up an account or register a
device yourself, you will still be able to.

PREREQUISITE UNDERSTANDING

With the evolution of ALMS as part of the XR solution, we have introduced a new Account Type. Before
you complete the lab, understand the following about Account Types:

Types of Customer Accounts — you will need to validate the type of account

Creation of the correct type of customer account — with a new ALMS account type required for
XR Series router registration, you may need to create the correct type of customer account
Device registration in ALMS — device registration involves both the router serial number and a
unique registration code
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The New ALMS Account

The end-user account type required for XR Series routers is a new ALMS device management account
that also supports connectivity. This account type is a requirement for several reasons, including the
Out-of-band Management radio.

To confirm that the account is for connectivity and device management:

5.

Log into your ALMS account.

Click on the three-bar (=] icon in the upper right corner and click My Account. (A new tab
opens.)

Click on the Administration tab.

Check the Account Type; if it does not say “AVC (Connectivity + Device Management)” then it is
not the correct account type to support XR Series routers.

As of this training, this is the current state of account types and the best way
to recognize a new ALMS account type. It will likely change over time.

AirVantage A
Account g 8 Administration

Support Address Book Users Profiles

Account details

UID

Name DMAN Inc

I Account Type  AVC (Connectivity + Device Management) I

Offer Type ~ Commercial

If the account type is not the correct one, the customer needs to create a new account or
migrate the existing account, according to the timeline (see note below)

There is a current procedure for working with end-customer accounts when
they purchase an XR Series router, and that procedure will be changing
during 2022 as new tools are developed for migrating existing account to the
new account type.
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Initial Process

Early Account Migration

All Account Migration

This procedure is in effect since
late 2021

This option is expected to begin in
the first half of 2022

This phase is expected to begin in
the second half of 2022

1. Customer creates new account

from partner signup link or
generic landing page.

2. Customer creates support
request to create partnership
between existing and new
ALMS accounts.

3. Customer logs in to ALMS and
uses “Change company” to
move between fleets.

Once migration tool is ready,

customer will be contacted to
consolidate back into a single
account.

As customers purchase XR Series
routers, they have the option of
automatically migrating their
existing ALMS account to the new
account type. This enables adding
new devices to the existing fleet.

After accounts are updated to the
new account type, Sierra Wireless
Support proactively contacts
customers to migrate accounts in
preparation for next-generation
routers.

Partners’ own ALMS Reseller class accounts will also be migrated after the
customer account migration has achieved significant progress. Until then,
partners should follow the same new-account-partnering process described

above.

About Creating the New ALMS Account

If you need to create a new ALMS account, do one of the following:

Option 1: Use the instructions in the Quick-start card included in the XR Series router box.

1. Go to https://www.sierrawireless.com/products-and-solutions/routers-

gateways/alms/register/

2. When you register for the new account, use an email address not currently associated with
any ALMS account. This is required for account creation purposes and can be updated once

the account is created and paired with an existing account.

3. Select a data center location.
e Global model XR Series routers must be registered in an EU-based account
e North American model XR Series routers must be registered in a NA-based account

(subject to change).

Option 2: If your reseller partner has signed up to represent Sierra Wireless connectivity, use their
account signup link labeled “ALMS with Connectivity” on the Administration > Account tab.
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https://www.sierrawireless.com/products-and-solutions/routers-gateways/alms/register/
https://www.sierrawireless.com/products-and-solutions/routers-gateways/alms/register/

The reseller can provide that link to the end user so that the end user’s new ALMS
account automatically partners with the reseller account.

AirVantage .
Account 'g @ Administration

-
m

Support  Users  Profiles  Partners  Security  Operator Accounts

71e832a69€77460b99c5de1 Sc46da679
Training Demo
AirLink Management Service

ALMS Reseller

+16047194719
tadams@siemawireless com

Please enter a web site for customers to access

https://na airvantage net/accounts/signup?parent=71e832a69¢77460099c9de 1 5c460a679

I, g ectivity  hitps://na alfvantage net/accounts/signup2type-ALMSCA eferrer-71e832a6977460b99c9de 1 504603679 I

About Registering the Routers in ALMS

The registration process for ALMS has traditionally used the router’s serial number combined with its
cellular module’s IMEI number as a secondary value to minimize errors.

This process has changed with AirLink OS based devices and now uses the router serial number coupled
with a unique registration code. The registration code is used only to register the router in ALMS.

The registration code can be found in two locations:

1. On the label affixed to the underside of the router

~"\§\;\ %VI‘ REERLERSQ :J;sd’::l )‘(‘:;65556 SUB-6GHZ, NA
cume AR a2 B0
IH I|II lIIIHI[IIIIII\I L1 L
IMEI - LPWA: 359814100104876
IHII \IHIIIIIIIII|||I|I|I\IIIIIIHI\III‘II\III\I

\9/
A : RO/HS 7 - 36VDC =="=8 - 16A

4 complies wih Pt 15 of he FCC s, Opaaion i subjet
e 2 Thi devise et ot aey lotatetsmoe tossived, Ioeiod

IC; 2417C-HL78

device may not cause harmlul
ired operation.

Made in China

2. Included in the shipment “flat file” that is normally transacted between Sierra Wireless and
its distributors, and between the distributors and the resellers who purchase through them

XRSA
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LAB EXERCISES

Create a new ALMS account to support your XR Series router

Your ALMS account and XR Series router will be in one of three states at the beginning of this lab.

New ALMS account and Router Have not got New ALMS Account Have new ALMS account

registration status

Router registered by you Skip down to screenshot
instructions

Router registered by someone else Log into account and go

through registration steps to
become familiar with the
process. At the end of the
process you will get a duplicate
system error, but it will not do

any harm.
Router not registered Create a new ALMS account using Log into account and register
one of the two methods listed your router.

above.

Register your XR Series router in ALMS

For this part of the lab exercise, you will register a single device into your own new ALMS account.

1. Look on the label on the bottom of your XR Series router and locate the Reg Code.

2. Use a QR-capable bar code scanner or smart phone to capture the QR code on the bottom of the XR Series
router.

a. You will see a series of semi-colon-separated entries, which includes the serial number, IMEI
number(s), default password, and registration code.

b. Identify which value corresponds to the default password on the label, and which value corresponds
to the Reg code.

c. Inatext editor app, save the Serial Number and Reg Code values for later use.

3. Loginto your new ALMS account, click Register, select the appropriate router model (XR80 or XR90) and enter
the serial number and Reg code. You may give it a name if desired.

If your router is already registered in this or another account, you will get an error
message saying the system already exists in ALMS. If it is already registered, there is
no harm in repeating the registration process.
If you receive a message saying your router already exists in ALMS but it is not in the
account that you have access to, please contact Support or one of the course
instructors to investigate and hopefully make it accessible to you.

4. Once registered, unbox the router and:

a. Connect the single antenna in the box to the LPWA antenna connection on the front.

b. Connect the power adapter (or connect the DC wiring harness to a DC adapter providing between
10.5 and 36V DC (these are the default power settings for the XR Series).

c. If desired, connect an Ethernet cable from any one of the XR Series Ethernet ports to an uplink. This
can be done after the unit is powered on, unlike previous generations of AirLink routers.
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If the LPWA antenna is placed in a location with reasonable signal strength (e.g.
better than -80dB) the LPWA radio can activate over the air and has recently done so
in multiple samples within 5 minutes of powering on the router for the first time.

5. It may take some time for the router to register and the LPWA radio to come online, but the device will
perform an initial check in with either Ethernet or other available uplink.

6. Once the router has completed its initial check-in, you should be able to see its status using the Monitor >
Systems tab in ALMS.

7. Perform a sync in ALMS by clicking the Sync icon in the top toolbar as shown.

: ) ) Synchronize

Tim XR80 Initial Dashboard +

Capture Screenshot #1

Once synchronized, capture a screenshot of the Monitor > Systems page using PrtSc button or another utility, and
paste the image into the Lab Submission document as Screenshot #1. The screenshot must display the following
items, highlighted in red below:

e ALMS account name
e Comm statusin green
e Sync status in green
e Router serial number
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@ -
Co Timeline | Data History Diagnostics | Usage History B L] n = FY L < More -
)
Tim XR80 Initial Dashboard + : @
System Communication
Comm. Status Last seen Next comm. (ETA) Sync. status
z a few seconds ago 7 Min. 37 Sec.
stem In
Sta Month to date datz usa...
System Type AirLink OS XR80 Product Reference
Firmware AirLink 0S XR20 (3.0.28) Offer AirLink Complete (XR80)
Last applied Template Custom D
AirLink Complete AirLink Complete active { Authorize
Support Expiry Date Active .
Warranty Date Not defined yet
AirLink XR80
\EI/ESN 359414100105857 CCID 89011703278569803904
Serial Number 6Q1065006502AC24
Signal information ATT

Connect and log into your XR Series router via Ethernet

For this part of the exercise, you will explore a number of status parameters and capture your second
screenshot for the submission document.

1. Examine the Dashboard to see the WAN links status. You should see that your Ethernet connection is showing
in dark grey (active). If you have inserted SIM card(s) prior to powering up, you may see signal strength bars on
the cellular radios. If you hover over the @ info icon, you will see more complete cellular status.

2. Navigate to Status / Monitoring > Networking > Multi-WAN and look in the Current WAN device column to
see what interface is being used for the default routing policies. You will likely see your Ethernet connection as
the current path for all policies, as long as it supports both IPv4 and IPv6.

3. Navigate to Status / Monitoring > System > Radio Module and scroll down to the LPWA radio. Note the
Adapter Status (probably either Connecting or Connected) and the APN in use.

4. Navigate to Status / Monitoring > Networking > Neighbor. This table is the evolution of the DHCP client table,
and shows both clients and uplink default gateways, both IPv4 and IPv6. Note your client laptop address and
whether it is connected on IPv4 or IPv6 or both, and also identify the default gateway address of the router to
which you are connected.

5. Navigate to Status / Monitoring > System > WAN and note the IPv4 and IPv6 tables and which interfaces are
currently connected. This table will clearly show connection states, IPv4 and IPv6 addressing of WAN links, and
DNS information, among other things.
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Capture screenshot #2

While still on the Status / Monitoring > System > WAN page, capture a screenshot that shows the IPv4

and IPv6 tables and current WAN connection states.

The screenshot must show both tables; you can use Ctrl + and Ctrl —to zoom in an out as needed.

> Status / Monitoring System Networking  Services a a 3
A o < -
S‘:I‘ :E:F_‘ﬁe AirLink Dashboard Device Information Monitoring  StorageWear WAN  Voltage & Temperature  Radio Module Wi-Fi  Ethemet Interfaces
Status / Monitoring y AN
Hardware Interfaces
1PV4
Networking
Secondary ‘Wan Policy
Name ~ IP Assignment Method Address Gateway Prefix Primary Dns B
Services Dns Connectivity
Cellular Auto - - 24 Down
Apps
Ethernet 3 dhecp - - 24 Down
System
LPWA - Out-of-.. Auto - - 24 Down
Wi-Fi Client 2.4..  dhecp - - 24 Down
Wi-Fi Client 5G..  dhcp - - 24 Down
XP Cellular Auto 10.103.139.136 - 32 64.71.255.253 64.71.255.254 Connected
XP Ethernet dhep 10.10.10.214 10.10.10.7 24 8.8.8.8 8.844 Connected
IPVE
Secondary Wan Policy
Name - IP Assignment Method Address Gateway Prefix Primary Dns
Dns Connectivity
Cellular Auto - - 64 Down
Ethernet 3 dhep - - 64 Down
LPWA - Out-of-.. None Down
Wi-Fi Client 2.4.. dhep - - 64 Down
Wi-Fi Client 56 dhep - - 64 Down
XP Cellular Auto - - 64 Checking IP ad.
XP Ethernet dhep 2604:3d08:577... feB0:226:86fff. 128 2001:48:0:40, 2001:4e8:0:40 Connected

Paste the screenshot into the Lab submission document as Screenshot #2.

Set basic configuration parameters in AirLink OS

A very standard group of settings for a basic router deployment includes the following items:

e Setting a non-default cellular APN
e Changing the LAN addressing

e Setting up a station (STA) Wi-Fi profile

e Enabling the access point

e Setting router shutdown behavior (voltage and time after ignition)
e Location reporting for CAD/AVL

Some of these items are things you can configure in your lab environment and some require external

resources but you can still try the process to gain some experience. You probably have access to a Wi-Fi
network to connect to as a client, and can experiment with the APN setting to see if your provider
supports the ability to assign a network APN.
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Use the video walkthrough as a reference if it is helpful, as it provides the procedure for setting these
items along with some description of the settings and how they behave.

The video is available at this link: https://vimeo.com/685942648/135320d3ec

Once you have configured these settings, connect a client to the access point and enable the Wi-Fi WAN
(if possible) to capture the final lab screenshots described below.

Capture Screenshots #3-4
There is not one interface that will show that you have completed all the configuration items, so for the
lab purposes you will capture two screenshots:

e The Dashboard, showing WAN states (Cellular, Wi-Fi, Ethernet) and LAN states (Wi-Fi,
Ethernet most likely) as shown below
e The Neighbor table showing active connections

Paste the screenshots in the lab submission document as Screenshot 3 and Screenshot #4.

A > Status / Monitoring System  Networking  Services a a 3
SIERRA AirLink Dashboard  Device Information  Monitoring ~ Storage Wear  WAN Temperawre  RadioModule WiFi  Ethenet Interfaces
Device Information
/
S DEVICE INFO ALMS COMM. STATUS SYSTEM TEMPERATURE
Hardware Interfaces LAST 6 minutes ago @ coe aq ne
B e e o o
Networking (cueck Naw &)
Services
Apps Location Last Login
LATITUDE LONGITUDE )
System - |+ oN March 10, 2022 4:51:40 PM
49.1964 12255721 TR
i — | 5 192.168.1.100
ALTITUDE SATELLITES e ‘\ " 1921681100
13m 21 N Aibion FAILURES 0
WAN LAN
RADIO MODULE DATA USAGE Wi-Fi DATA USAGE
Cellutar -
Wi-Fi AP 2.4GHz i
ﬂ Fido ‘ 20
20 b
XP Cellular
ﬂ ROGERS o B d
LPWA - Dut-ot-Band Manzgement
|
Wi-Fi
Wi-Fi Client 2.46Hz ETHERNET PORT(S)
Ethenet 1 (56) [
f‘:—: LabNetAX (wpa3) @ ]
Etherner 2 {2
ETHERNET PORT(S)
Ethernet 3 USB PORT(S)
USBNet
XP Ethernet
TAGS L
Cartridge CPU Load (average) Memory & Storage
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> m  Networking  Services Q a 3
Ay o v
SIERRA AirLink MUIt-WAN  Routing S IP Fiow Monitoring ~ Neighbor
erworking >
Status / Monitoring Nei
eighbor
Hardware Interfaces
NEIGHBOR TABLE
Networking
Neighbor IP ~ MAC Address Interface IP Version State
Services
10.10.70 3c: a7 16c XP Ethernet Pvd Connected
Apps
192.168.1.100 oo Default-LAN Pv4 Connected
System
192.168.1.101 80:38:fbra6:c5:75 Default-LAN Pvd Stale
35 00:e0:4c:68:02:c0 Default-LAN Pvé Connected
fd10:b81e:249f: 75 Default-LAN Pvb Stale
fe80::10aa:61ff.fed5:8dc2 00:14:32:70:44:18 Default-LAN PVe Stale
fe80:14:3eff:fe70:4417 02:14:32:70:44:17 hosto PVe stale
feB0:214:3eff -fe70:4412 00:14:3e:70:44:12 Ethernet 1 (5G) Pvé Stale
I fe80:226:86ff.fe86:eddb 3ch7:4b:d7:71:19 XP Ethernet Pvé Connected
feB0:24eedfff-fe3e:d1ch 02:14:3e:70:44:17 Default-LAN Pvé Stale
fe80:3246:9aff.fe25beed 02:14:3e:70:44:17 hosto Pve Stale
fe80::410e:282¢:5f1b:5fba 00:20:4¢:68:02:c0 Default-LAN PVe stale
I feB80:468:5c29:3ac7:d24e 80:38:fbraé:c5:75 Default-LAN Pvé Connected
feB0::4ce:! bad1:342 62:bd:9c:f4:0c:6d XP Ethernet Pvé Stale
feB0::f059:629e:dc76:c300 a0:29:19:b1:63:c9 XP Ethernet Pvé Stale
Services >
TES Location
GNSS STATE TIME OF LAST Fix LATITUDE
Location Fix Acquired Mar 10, 2022 12:27:50 PM 491964
LONGITUDE ALTITUDE HEADING

SUMMARY

In this lab, you have been exposed to:

e the new ALMS account creation process

e the new device registration process, using the Reg code on the router’s label
e performing the router physical setup with SIM cards and antennas

e identifying some locations showing WAN and LAN status in AirLink OS

e configuring a set of basic parameters locally on the XR Series router

e the speed and simplicity of changing LAN addressing, even for the link you are using to connect

with the router
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